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Abstract

Efficient primality testing is fundamental to modern cryptography for the purpose
of key generation. Different primality tests may be compared using their runtimes
and rates of non-witnesses. With the Lucas primality test, we analyze the frequency
of Lucas pseudoprimes using MATLAB. We prove that a composite integer n can be
a strong Lucas pseudoprime to at most % of parameters P, () unless n belongs to a
short list of exception cases, thus improving the bound from the previous result of %.
We also explore the properties obeyed by such exceptions and how these cases may

be handled by an extended version of the Lucas primality test.



1 Introduction

With the advent of public-key cryptosystems in the 1970s, the demand for faster primality
tests has increased dramatically, leading to the discovery and rise in popularity of such
probabilistic algorithms as the Miller-Rabin, Lucas, and Frobenius primality tests. Given
the growing demand for large prime numbers in the field of cryptography, even modest
improvements to current algorithms may lead to increased levels of internet security. As
such, taking steps to understand more about primality tests and their rates of non-witnesses
has vast applications in modern society. We now examine the Lucas primality test and its
distribution of pseudoprimes with respect to their prime factorizations.

For P and () fixed integers, we consider the Lucas sequences U and V' defined by the

recurrence relations:

Uy =0, Uy =1, Uk+2 = PUkt1 — QUy,
Vo =2, Vi=P, Viyo=PViy —QVj.

Let D = P? — 4Q) and (n) represent the Jacobi symbol (D/n). The following is a

well-known result from which the strong Lucas pseudoprime test may be derived [2]]:

Theorem 1. Let p be a prime number relatively prime to 2QQD. Put p — £(p) = 2Fq with

q odd. One of the following is true:

p|Uq

or

there exists i such that 0 < i < k and p | Vaiq,

where U,V are the Lucas sequences of the parameters P, ().



A composite integer n satisfying the above conditions is known as a strong Lucas

pseudoprime to parameters P and (), or slpsp(P, Q), using the notation of Arnault [1]].

Definition 1. The set of ordered pairs of non-witnesses (P, Q) is given by

0<PQ<n, P?—4Q = D modulon,
SL(D,n) = # ¢ (P,Q)
ged(Q,n) =1, n is slpsp(P, Q).

Definition 2. We define a function analogous to Euler’s totient function: the ¢ function,

whose value is equal to the order of the unit group of (O/nQ), where O is the ring of

integers of the quadratic field Q[v/D]. ¢, is defined as

ep(p") =pHp—e(p)) for any prime p { 2D, and r € N*,

ep(ning) = ¢p(ni)ep(ng) for any ny and ny relatively prime.

Let pi' ... pl be the prime decomposition of an integer n > 2 relatively prime to 2D.

Put
n —e(n) = 2kq,
( ) Wlth q,4q: Odd>
pi —e(py) = kg, forl <i<s,

with the p;’s ordered such that k; < ... < k;.

Theorem 2 (Arnault). The number of pairs (P,Q) with 0 < P,Q < n, gcd(Q,n) =
1, P?—4Q = D modulo n and such that n is an slpsp(P, Q) is expressed by the following

Sformula:
s k1—1

SL(D,n) = [ [(gcd(g, ;) — 1) + Z 27 chd q. 4i)- (1)

=1



In the Methods section below, we will briefly examine the process by which data was
collected using MATLAB and present a sample data table. The Results section will focus
on extending the above formula using the ¢ function and using it to improve the bound
given by Arnault [1]. A short lemma at the beginning of the Results section precedes the
main result, Theorem [3] The proof is divided into cases based on s-values, which range
from 1 to 4. We conclude by examining possible follow-up problems in the Future Work

section, including applications of Newton’s Method and the Baillie-PSW primality test.

2 Methods

Throughout the process of collecting data on the distribution of Lucas pseudoprimes, over
a dozen MATLAB programs were written. The integers less than some arbitrary bound
(100000 was used) with the highest rates of non-witnesses were grouped based on their
prime factorizations to aid with the process of generalizing to integers with different s-
values. After numerous values of D corresponding to different quadratic integer rings
were tested, patterns emerged in the prime factorizations of integers that were frequently
Lucas pseudoprimes, leading to the main result given below. Alternate primality tests,
including the Miller-Rabin and Baillie-PSW tests, were coded in MATLAB as well to be

compared to the Lucas test.



Table 1: Example Integers with High Rates of Non-Witnesses for D = 5

Integer Non-Witness Rate 1st Prime Factor 2nd Prime Factor 3rd Prime Factor

21 2381 3 7
323 4489 17 19
377 2255 13 29
901 .1609 17 53
1081 1785 23 47
1891 2226 31 61
3827 1842 43 89
4181 1638 37 113
5671 2478 53 107
5777 2432 53 109
6601 1659 7 23 41
10207 1592 59 173
10877 .2450 73 149
11663 3705 107 109
13861 1879 83 167
14981 1589 71 211
17119 2250 17 19 53
18407 1611 79 233
19043 4928 137 139
25651 .2489 113 227




Figure 1: n with Non-Witness Rate Exceeding 1/6 for s = 2
n=(k+1)x(k—-1), (D/E+1)=1, (D/k—1)= —1 (twin primes case)
n=02k—-1)x4k—-1), (D/2k—-1)=-1, (D/4k—-1)= -1
n=02k+1)x4k+1), (D/2k+1)=1 (D/4dk+1)=1
n=02k—-1)x4k+1), (D/2k—-1)=-1, (D/4dk+1)=1

n=2k+1) %@k —1), (D/2k+1)=1, (D/4k—1)=—1

Figure 2: n with Non-Witness Rate Exceeding 1/6 for s = 3
665 = (6 —1)(6+1)(18 +1), ¢q=3%-37
3655 =(6—1)(18 = 1)(42+1), ¢=3*-7-29
17119 = (18 = 1)(18 + 1)(54 — 1), ¢ =3*-317
20705 = (6 —1)(42 - 1)(102—-1), ¢=3"-7-17-29
39689 = (14 — 1)(42+ 1)(70+ 1), ¢=3*-5-7?

76589 = (18 4+ 1)(30 — 1)(138 + 1), ¢=32-5-23-37



3 Results

Lemma 1.
SL(D,n) 1 u gcd(q, ¢;) 28'f1 —1 gcd q,q)
— 2
U0 e T (TT5 R 2

Proof. From Definition 2} we have that

oot =TTt =20 [T [T o
=1

Combining (1)) and (3) and expanding the geometric series yields the desired expression.

O

Theorem 3. SL(D,n) < %n unless one of the following is true:
n=9o0r25

n=(2"q —1)(2"q +1)
n=2"q +e)2" g +e)
n=2"a+e) e +e) (e tea), aeala
where €; means €(p;).

Proof. For the sake of completeness, we start with the case s = 1, although such n do not
pose a significant problem to primality tests (perfect nth powers may be quickly detected

using Newton’s method).



s = 1. We know that all of the product expressions in (2) are bounded above by 1. Thus,

we have

SL(D,n) 1 4 1 . 1
o < [[am0e 2t - =

If pp > 7, then ¢p(n) < Zn by definition. But r; > 2 because n is composite, so

SL(D,n) < n < gn. Thus n = 9 or 25 in this case.

s = 2. Suppose 7}, # 1 for some h.

o g, =1
We know that ged(q, ¢,) = 1 and [];_, % = 0. Therefore, (2)) reduces to
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SL(D,n) _ 1 13[

1 4k 1

pp(n) — 4k LlpiTh 3

If kp, < 2,then SL(D,n) < & -+ -2 - pp(n) < 5 - 3+ In = in by the definition

of pp(n).
If ky, > 3, then SL(D,n) < 57 - % - % ~op(n) < 57 -5+ 2n < inbecause py, is at

least 2%hq;, — 1 > 7.

° ¢ # 1.

Instead, (2)) gives

2 ki _
SL(D,TL)<L.H 1 ‘<1+4 1)

SQD(TL) B 4k1 i=1 pz

Ifky, =1,then SL(D,n) < 1-+-(141)-¢pp(n) < 5 -3-n < in.
1

3
If ky > 2, then SL(D,n) < &+ (£ +3) - ¢p(n) < 3



Pkng, — 1> 11.

Sory =ry =1landn = pipy = (Mg +e1) (2P2g0 +£5) = 2MHR2gqp + 2P giey +
2k2gne1 + €169, Therefore n — 1690 = n — e(n) = 28 F2q.qy + 2M1 12y + 2¥2¢oe,. But
n —e(n) = 2%q, so if ged(q,q1) = q1, then ¢ | ¢ | (n —e(n)) and q; | go. Also, if

gcd(q, q2) = ¢o, then g2 | ¢1. Suppose ¢1 # go.

e If gcd(q, ¢;) = 1 for some j, then our lemma states that

SL(D,N) m Hng q, %
ep(n) — 3 4k

Ifgj# land k; = 1,then SL(D,n) < ;-5 -¢p(n) < 5 -3-n<in
If ¢ # 1and k; > 2, then SL(D,n) < -1 - ¢p(n) < - £ - 3n < $n because p;

is at least 2%¢; — 1 > 11.

Now consider the case where ¢; = 1. Let the other ¢ be called g,. Then ged(q, ¢,) =

@ = q | ¢ = q = g, acontradiction, so gcd(q, /) # ¢¢ and gm(q%") < 3.

If k; =1, then SL(D,n) < cop(n) <L - 2.8p <1

(S N
Wi~ W~

If k; > 2, then SL(D,n) <

e If gcd(q, ¢;) # 1 for both j, then we know

2 2
@p(n) = 2kithk iy i 3 ey i

It is true that ged(q, q1) # ¢1 or ged(q, qg) # @ because if both were equal, then ¢;

gcd(g,4:) <1
5

qi

would equal ¢5, a contradiction. Thus H
=1

If kp — ky > 1, then SL(D,n) < [3-3+¢-3] -¢ep(n) < 5 -3 %n < ¢n,
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SL(D,N) -

so k; = k. Arnault showed that the upper bound given above for o0 isa

decreasing function of k;, so we expand the product at k; = 1:

SLD,n) 1. 2,ﬁgcd(q,q»_gcd(q,ql)_gcci(q,q2>+ 1
¢n(n) 4 P 4qi q192 4192 092 |

We know that pp(n) = 4Fqqe, so SL(D,n) < 2 - ged(q, q1) - ged(q, ¢2) —
ged(q, ¢1) — ged(q, g2) + 1. In the case of maximal ¢p(n) when g1 = &9 = —1,
we have n = (2¢; — 1)(2¢2 — 1). Without loss of generality, suppose ¢, is the ¢; for
which %‘jﬂqﬂ') < % Hence

SL(D,n) <2 “/3 ¢—qa/3—@+1  (2¢ —1)(2¢; — 1) — (4g2 — 5) _ 1
n T Q2a-1)(2¢e-1) 6(2q1 — 1)(2q2 — 1) 6.

because gcd(q, q2) #1 = ¢ # 1.

Finally, (2) tells us
SL(D,n) 1 4k
('DD (n) - 2k1+k2 3

If k‘g — k‘l Z 2, then
SL(D,n) _ 1 48
ep(n) — 4.4 3

and SL(D,n) < % ~pp(n) < 1—12 . % . gn < %n. We have shown that r; = ry = 1,

ko — k1 = 0O or 1, and ¢; = ¢o. Thus, in the case of s = 2, the only remaining cases are

n=2Mq —1)2"q +1)and n = (28 ¢ + 1) (2" g + &9).

s = 3. If there exists r; with r; # 1, then ng]g—?n?) < % . % (1+1) = 1—12 Likewise,
if there exists ¢; with ged(q, ¢;) # ¢, then SL(? 7;) < +-(3+3) = 5. In either case,
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SL(D,n) <L ppn)<&-2-8.8n<

12°3°5°7 .

D=

Going back to our lemma, we have

eo(n) = Rk G 7

SL(D,n) < 1 . (ﬁ ged(q,q;) — 1 N ]k1 _ 1>

i=1
Suppose that &y # kj.

e If ¢; = 1 for some j, then SL(D,n) < 1= -2 -pp(n) < & -3-2-2 n <

e Otherwise, if the least g; is equal to 3, then SL(D,n) < - (34+1) - pp(n) <

e = %n < %n because the least possible value for p; is 2! -3 — 1 = 5.

e Lastly, SL(D,n) < 1= (1+1)-¢p(n) <+ -2 1 2n<in.

So ki =ky=kszandn = (2"q; +£1)(2M gy + £2)(2F1q3 + 3) with ¢1, 42, 43 | ¢

s > 4. We start with

pp(n) ~ 2hteth @ 15

SL(D,n) _ 1 (ﬁ ged(q.q) =1 16" — 1)

=1

e If some ¢; = 1,then SL(D,n) < & - 18- pp(n) < -3-2-2-Bn<in.

e When the two least ¢ values are both 3, SL(D,n) < = - (3-2+1) - ¢p(n) <
113 6.8 . 12 14 1
%9 5 7 11 1B3t<g

e When the least ¢ value is 3 but the second least ¢ value is greater than 3, we know
SL(D,n)<+-(3+1)-¢opn) < &-2-2- 2.2 LBn<in

e Otherwise, SL(D,n) < - (1+1)-¢p(n) < 3-8 5 10 32n < in.
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Therefore, if s = 4, then SL(D,n) < ;.

4 Future Work

The exceptions for s = 2 may be handled using Newton’s Method for approximating the
roots of real functions; there are only 5 such problem cases to consider. However, when
s = 3, the number of exceptions to the %n bound are too numerous to be determined with
Newton’s Method. Fortunately, in all cases except for the famous Carmichael numbers,
those composite numbers with three or more prime factors tend to have low rates of non-
witnesses when examined with the related Miller-Rabin primality test [S].

The complementary nature of the Miller-Rabin primality test and the strong Lucas test
is exploited by the Baillie-PSW primality test, which combines a Miller-Rabin test using
the parameter a = 2 with a strong Lucas test. No known composites pass this test, although
probabilistic results suggest that counterexamples do exist [3,4]. It would be interesting to
determine specific properties that must be obeyed by all Baillie-PSW pseudoprimes. Such
results would also be applicable in the field of cryptography as the Baillie-PSW primality
test is very widely used; the apparent lack of non-witnesses makes the test more reliable

than the bounds on the Miller-Rabin and Lucas tests would suggest.
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