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We could try every path in the maze, but this is inefficient :(
Let's use Reinforcement Learning! Every time we take an
action, we receive a reward, which shapes our future actions.
Let’s formalize this notion...
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m S is state space: Set of all states in which the agent may
Background be

m A is action space: Set of all actions which the agent may
take in a state

B R:S x A— Risreward function: Outputs the reward
given to the agent when taking action a in state s

mP:SxAxS—[0,1] is transition dynamics function:
Outputs the probability of the agent transitioning to new
state s’ if it takes action a in state s
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Now how does RL work? Central goal is to learn an optimal
policy (i.e. behavior)

Q-values store how “good” a state is

Approaches the expected value Q(st, ar) = E[> ;207 Re].
Learned via Bellman optimality equation:

Q(st,at) « (1 — a)Q(st,at) + (R + max Q(st+1,a))-

Heat map of learned Q-values:
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Performance can be degraded by:
m Human biases
m Modeling errors

m Actual adversaries
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and Robust RL aims to find the best-performing policy in the

Adversarial

Dl worst-case scenario. It can be framed as a 2-player zero-sum
game.
Objective: Find the policy 7 that satisfies:

Background

max mpln Erp [; Rt] ,
where P is the environment and R; is the reward at time t.

Robust RL Methods Include:
m Injecting noise into the environment during training
(Maximum Entropy)
m Train the agent in an environment with an adversary that
corrupts the reward function
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Background Definition

Best of Both Worlds: We want performance that degrades
gracefully with an increasing corruption level, can be used in RL
Best of Both Worlds Methods:

m Layering algorithms designed for varying corruption levels
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Calculating Adversarial Budget to Switch Paths

How Optimal Adversary wants to make optimal path seem worse than some
n .

Stochastic suboptimal path, how much budget does it have? (victim

and

Adversarial traverses each path equally)

Reinforcement ) .

Learning Consider the following MDP:
Alicia Li and
Mati Yablon _
\/ B\} Worst path (3)
_/

Our Approach N B
p -
A _"\C /’—’1\ D> Sub-optimal (2)

N/ \
Y\

1\»]'_“/3 Optimal path (1)

Naive Approach: pd each from corrupting AB up and CE down
whenever paths 3 and 1 are traversed, yielding 2pd

Our Approach: 2pd+ extra %pé of “free corruption” from
corrupting AC whenever path 2 is traversed
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Let's attack! Given that p=0.25and 6 =4;pd =1

(2)r=6

Algorithm 1 Adversarial Attack: Switching Non-di

1
2:

w

P« P* > Current path to perturb; we will iterate and find a better one
for all P; € M A P; # P* do b lterate only through suboptimal paths
b; 2 > Add budget for the two disjoint edges on the paths we want to

switch
for all P; & {P;, P*} dob Iterate through paths that are not optimal or P;

for all e € P; do
if (eeP @ e€ P;)Aae < a; then

b Calculate budget

end for
if R(P) < R(P) A R(P') — bjpd < R(P;) then
& Compare current path to best path found thus far
end .c
end for
output P
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2:

w
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b; 2 > Add budget for the two disjoint edges on the paths we want to

switch
for all P; & {P;, P*} dob Iterate through paths that are not optimal or P;

for all e € P; do
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b Calculate budget

end for
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end for
output P
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Reinforcement T. P P* b Current path to perturb; we will iterate and find a better one
Learning 2: forall P; € MAP; # P* do > Iterate only through suboptimal paths
3. b+ 2 > Add budget for the two disjoint edges on the paths we want to
switch
Alicia Li and 4: for all P; & {P;, P*} dob lterate through paths that are not optimal or P;
Mati Yablon @r=6 = il
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7 nl(eeP @ e€ P;)Aae < a; then
2 8: ap + ae & Calculate budget
9 end if
4 hr=7 10 end for
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Our Approach 120 endfor
3 13 if R(P) < R(P) A R(P*) — bipd < R(P;) then
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Budget of Switching:
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Our Approach . . . . . .
Picking just one edge in each traversal is optimal.

Our algorithm picks the edge that is optimal in every
traversal.

m Suppose otherwise that there exists an edge set to corrupt
that is more optimal. Consider edges that differ from
algorithm’s set to optimal set.

m These substitutions will not yield greater corruption since
algorithm chooses edge on least number of paths, which
guarantees the maximum amount.



Adversarial Algorithm Against e-Greedy Victim

el Ve have an adversarial strategy against a simple victim... now
n .

Stochastic we consider a smart onel

and

Adversarial
Reinforcement
Learning

Alicia Li and
Mati Yablon

Our Approach



Adversarial Algorithm Against e-Greedy Victim

el Ve have an adversarial strategy against a simple victim... now
n .

Stochastic we consider a smart onel

and

Adversarial What is the optimal strategy for an adversary against a victim

Reinforcement

Learning with an e-greedy policy?

Alicia Li and
Mati Yablon

Our Approach



Adversarial Algorithm Against e-Greedy Victim

el Ve have an adversarial strategy against a simple victim... now
n .

Stochastic we consider a smart onel

and
Qi What is the optimal strategy for an adversary against a victim
Learning with an e-greedy policy?
Alicia Li and m Can't assume equal path traversal, sample complexity is

Mati Yablon )
tricky

Our Approach



Adversarial Algorithm Against e-Greedy Victim

el Ve have an adversarial strategy against a simple victim... now
n .

Stochastic we consider a smart onel

and

Adversarial What is the optimal strategy for an adversary against a victim
Learning with an e-greedy policy?
Alicis L and m Can't assume equal path traversal, sample complexity is
tricky
m Perturbing edges not in the optimal path or path to be
Our Approach switched has an effect, especially for small budget

\‘\/B\> Worst path (3)

S~
/7~ ”\/(/ N yYaR

(A »——\\ c ':——:\\p): Sub-optimal (2)

NI

( E\\ .
‘\»7 / Optimal path (1)



Adversarial Algorithm Against e-Greedy Victim

el Ve have an adversarial strategy against a simple victim... now
n .

Stochastic we consider a smart onel

and

Adversarial What is the optimal strategy for an adversary against a victim
Learning with an e-greedy policy?
Alicia L and m Can't assume equal path traversal, sample complexity is
tricky
m Perturbing edges not in the optimal path or path to be
Our Approach switched has an effect, especially for small budget

\‘\/B ; Worst path (3)

N\
D ) Sub-optimal (2)
_/

an TN Vs
( ——( ——
\\A / \,(i .

N
\l: / Optimal path (1)
m Chebyshev's Inequality bound on expected reward of this

strategy: it is less than (r, + r3) (N + N3)p52ﬁ
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Alicia Li and outlined above using Best-of-Both-Worlds?
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m Devise layering algorithm for victim defense
m More generally: set up minimax between victim and
adversary to fully describe their behaviors in the MDP
Conclusion m What is the value of corrupting a path that is neither the
optimal path nor the path we are trying to switch with it?
Is there value in confusing the victim in this way? When is
this helpful?
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